MQAS

MAVERICK QUALITY ADVISORY SERVICES PRIVATE LIMITED

WEB SECURITY AUDIT CERTIFICATE

This is to certify that ICAR-CIRCOT Website of ICAR-CIRCOT, Mumbai, Central Institute for Research on Cotton Technology, Adenwala Road,
Matunga(East), Mumbai-400 019 has been tested & audited by MQAS. Herein, security audit was done for complete Application. MQAS reviewed
the fixes and observed to be compliant with requirements relating to security as per Cert-IN (Indian Computer Emergency Response Team)
guidelines.

Certificate No : MQAS/2024-25/027

Site URL : https://circoticar.gov.in/

Test URL : https://intertecsolutions.com/icarm/
Audit Date : 2" April 2024 to 15™ April 2024

Conclusion:
Web Application is audited against vulnerabilities including OWASP 2021 Top 10 and is safe for hosting. Build of Site URL and Test URL need to
be identical.
Recommendation:
1. Write permission shall be granted on the folders of production server where files shall be uploaded for the given URL:
e https://circot.icar.gov.in/
2. Web server and OS hardening need to be in place for the production server.

Note: The certificate is valid till no additional changes in the dynamic contents carried out or one year from the date of issue, whichever is earlier. The audit is performed on Test
URL. In case any threat is observed in production environment, the operation shall be stalled and intimation to be sent.

16-April-2024

Issue Date

Ashok Vardhan
Director

123 Radhey Shyam Park, Sahibabad 201005, UP, India
Worldwide CMMI Institute Partners, 1ISO9001:2015, ISO27001:2013 and ISO20000:2018 Certification Body, REP PMP Certification, CERT-IN Empanelled
https://www.mgasglobal.com




